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Dear Acting Captain Altorfer,

Our office has completed its review of the materials related to Recommendation 24.6 that have been submitted
to us as part of the collaborative reform process. After reviewing the package and information provided by SFPD,
the California Department of Justice finds as follows:

Recommendation 24.6:

The SFPD should report twice a year to the Police Commission on the outcome of its audits of official electronic
communications, including the number completed, the number and types of devices audited, the findings of the
audit, and the personnel outcomes where biased language or other conduct violations are discovered.

Response to 24.6:

SFPD has exceeded the biannual report provided in the recommendation and instead requires quarterly reports to
the Police Commission on its audits of official electronic communications. This requirement is codified in Internal
Affairs Division Unit Order 18-02. Under Unit Order 18-02, IAD members prepare quarterly reports to the
Commanding Officer of Risk Management, which includes the number and types of devices audited, total number
of “hits” (i.e. number of times biased language used) found in the audit, the number of false positives or non-
member generated “hits,” any reportable findings, and the disciplinary outcomes for any investigations arising out
of the audited information. The quarterly report is forwarded and reviewed up the chain of command. The
Commander of Risk Management then presents the quarterly report to the Police Commission.

SFPD specifically audits its members’ emails and cell phone text messages. The DOJ inquired about whether SFPD
could audit individual terminal computer hard drives used by officers and staff. SFPD researched whether it had
the capacity to do a random sampling of hard drives and determined that while it did have the capacity, it would
be too expensive to implement. Specifically, SFPD’s Acting Director of Technology estimated that the cost of the
software needed to review the hard drives would amount to $140,000 a year. SFPD determined that, in light of
mandatory budget cuts, SFPD would not be able to audit computer hard drives at this time.

SFPD has expanded the list of words it searches for in its audits. The California Department of Justice has
reviewed this list and determined that it included contemporary bias-based words.

Since SFPD has implemented this audit process, its audits have uncovered two incidents of members using words
on the bias-based word list. SFPD has filed disciplinary charges against the three members involved and the Police
Commission has issued penalties to them.

Based on the all of the above, the California Department of Justice finds SFPD in substantial compliance with this
recommendation.

Please let us know if you have any questions or would like to discuss these further. Thank you.
Tanya
Tanya S. Koshy (she/her)

Deputy Attorney General

Civil Rights Enforcement Section
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